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}ebusinessmantra --

}Web design and programming

}Web application security solutions

}Document Management Solutions

}Sales of Web Vulnerability Scanner software

}Internet Business Consulting ïimprove 
website ROI, lead generation to Customer 
Service (pre -sale to post sale cycle)
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}What are web applications? commonly used examples

}Why are web applications at security risk?

}Should you worry?

}Top 10 vulnerabilities (2008)

}How do you minimize the risk?

}Application Testing

}Hacking 101
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}Common examples of web applications
ƁDynamic, database driven web sites
¶Two types ïwith and without user actions.

ƁWith User Actions
¶Account management (bank, financial, mortgage, é)

¶Online shopping

¶Online banking

¶Online trading

¶Web sites that ask for information

ƁWithout User Actions
¶Information passed through URL, hidden form fields, 

cookies ïwithout user entering data in a form
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}Simple Model
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}Added Security around components
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}Easy target

ƁMore than 70% websites are vulnerable (studies)

ƁSSL, Network, OS securities cannot protect web apps.

ƁAttack passes as normal traffic through ports 80 & 443

ƁOnly getting attention recently

} Lucrative: Easy access to confidential information ï
identity theft is a huge market

} Low investment and high returns mean high ROI 
for a hacker

}Economy

ƁLarge number of software professionals without jobs ï
layoffs or fresh out of schools/colleges
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}As web site owner, you should worry
ƁNotable (Govt., security firms, banks) web sites 

have been hacked

ƁMany are not reported ïlegally not required, 
donôt want to tarnish companyôs image and loose 
business

ƁOrganized crimes, blackmail if the data is worth it

ƁHigh costs to remediate: $90 - $300 per record, 
plus lost business, lost customer confidence
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}Consequences to business can be 
overwhelming
ƁLoss or corruption of data

ƁLoss of business

ƁLoss of productive employeesô time to remediate 
the problem
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