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About Us

ebusinessmantra  --

Web design and programming

Web application security solutions
Document Management Solutions

Sales of Web Vulnerability Scanner software

Internet Business Consulting I Improve
website ROI, lead generation to Customer
Service (pre -sale to post sale cycle)
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1 Top 10 vulnerabilities (2008
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What are web applications?

Common examples of web applications

Dynamic, database driven web sites
Two types 1 with and without user actions.
With User Actions
Account management (bank,
Online shopping
Online banking
Online trading
Web sites that ask for information
Without User Actions

Information passed through URL, hidden form fields,
cookies T without user entering data in a form
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Response to User (web page content)
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Web Aj

1 Added Securi

Response to User (web page content)

Added components include:
Web Application Firewall

vour business survive without data?

Intrusion detection
Switches
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Why are web applications at
security risk?

Easy target
More than 70% websites are vulnerable (studies)
SSL, Network, OS securities cannot protect web apps.
Attack passes as normal traffic through ports 80 & 443
Only getting attention recently
Lucrative: Easy access to confidential information
identity theft is a huge market

Low investment and high returns mean high ROI
for a hacker

Economy

Large number of software professionals without jobs
layoffs or fresh out of schools/colleges
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Should y

. As web site owner,

= Notable (Govt., security fir
have been hacked

B Many are not reported 1 legally not required,
dondt want to tarnish compar
business

BO0rganized crimes, blackmail if the data is worth it

BHigh costs to remediate: $90 - $300 per record,
plus lost business, lost customer confidence
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1 Consequenc
overwhelming
ELoss or corruption
BLoss of business

BLoss of produ Pl oy ee:-:
the problem
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Examples

Hackers Deface Aussie Censorship Board's Website

Welcome to the Classification Website
Cladafistion beard
Claseniiation Eevies T
ool
Wit fise to e
REYEE T

Cmeme/pusitz sstibiran
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Busineas Onine

Magare pushisers

ICANN and IANA Sltes Hacked, Redirected

Madie Cantrn & bty

Py AR v David KravetsB4 June27, 2008 5:40:14 PM  Categories: Hacks And Cracks

IANA -- were hijacked and briefly redirected Friday to another site that
screamed this message: "You think that yvou control the domains but you don't!
Everybody knows wrong. We control the domains including ICANN! Don't you
believe us?"

Two of the world's most important internet regulatory web sites — ICANN and {

A group that monitors internet defacement credited the 20-minute hijackingtoa I C A N N
Turkish group calling itself "NetDevilz," according to researchers at zone-h.
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BIB|C
N EWS PIEEN ONE MINUTE WORLD NEWS

Naws From Page

v?v‘f = af thiz to » foe - able var3 .
Y Personal data exposed on website

Africa
Americas By Kavin Peache

Asto-Pacific Parsonal finance and business reporters, B8C News

Europe Personal data including the
Middle Last signatures of recipients has
South Asia heen exposed to those tracking

o deliveries on the Parcelforce

Lmumness | B

discovered.
Mot Daln

Eoanomy
Companes
Haalth

Science & Environment
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